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A GLOBAL PLATFORMAkamai Platform
365,000+ servers
1,500+ networks

130+ countries
4,200+ locations

250+ Tbps of peak

2023

7,000+ servers
15+ networks
60+ locations

6+ Tbps of peak
11+ Tbps of capacity

ITALY

Akamai's threat 
researchers analyze 

454 TB 
of new attack data 

everyday
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223 Billion
Web application 
and API attacks

Akamai Visibility in 2023

>18 Trillion
Malicious bot 

requests
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Global Application and API Attack Traffic 
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Source: Akamai data
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Web App and API Attacks
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Web App and API Attacks
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The Perils of Emerging Vulnerabilities

Within 24 hrs after 
disclosure, 

exploitation of 
emerging 

vulnerabilities begins

*based on our Confluence vulnerability research
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Web App and API Attacks
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API Attacks by region
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EMEA Web APP and API Attacks
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API Attacks by Vectors
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General Ransomware Killchain

Initial Foothold

(Spear)Phishing or 
vulnerable exposed 

applications

Lateral Movement

Spread across the 
network for 

maximum coverage

Exfiltration

Find and steal 
valuable data

Encryption

PKI with encryption 
to prevent cracking

Ransom Note

Wallpaper and 
ransom txt file

Profit
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Ransomware
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Ransomware
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Ransomware
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Ransomware



 © 2024 Akamai18



 © 2024 Akamai19

Regional Data: DDoS Attacks
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Phishing Trends
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Ostacoli all’innovazione nella Pubblica Amministrazione
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Principali sfide di sicurezza
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Priorità
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Conclusions

Review your APP & API risks, as threat is focused on them

Prevent Lateral Movements

● t patches patchin have to be tested before deployment
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GRAZIEg


