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UNA NUOVA ERA DI ADVANCED PERSISTENT CYBERCRIME

Quale cybersecurity per le sfide del 20247

MASSIMO PALERMO

Vice President & CM Italy&Malta, Fortinet
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No Cyber Security = No Sustainable Society

“A lack of cybersecurity has become a clear and immediate danger to our society worldwide” k.schwab, Founder and executive chairman, WEF

Digital Business National
TRUST RESILIENCE SECURITY
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More External Forces Are Driving Security Decisions

@ &

DIGITAL EVOLUTION TECHNOLOGY ECONOMIC HEADWINDS SKILLS SHORTAGE

DISRUPTION

Digital innovation is creating

Budget changes and skills shortage With 3.4M unfilled jobs, the struggle

tremendous opportunity, but more More companies are rapidly are resulting in more delays and to recruit and retain cybersecurity

risk implementing Al to transform more risk
business operations

ENVIRONMENTAL, REGULATORY AND
SOCIAL, & GOVERNANCE@ COMPLIANCE

Consumers and boards are putting Companies are reacting to more
more pressure to deliver on ESG frequent reporting and regulatory
initiatives changes

CYBERSECURITY ITALIA EVENT

talent creates additional cyber risks

THREAT LANDSCAPE

Attacks are growing in sophistication
and frequency
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Infrastructure Has Become More Complex and Vulnerable

125+
840/0 Distributed applications used

by enterprise

Companies are hybrid

%

90%

42 B Of enterprises will have experienced
a security incident related to the

edge network by 2026
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—— l@l loT devices
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Threat Landscape 2023
Italy

Global

Total: Total: @
2.1 Trillions 15 & EilFame
Malware: Malware:
1.86 Billions 47.18 Millions

3

& Exploit Techniques: Exploit Techniques:
450.31 Billions 5.32 Billions

é Botnet: Botnet:
—— 6.57 Billions 119.11 Millions
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Threat Landscape: 2023 vs 2022

Global

Total: Total:
+132% +268%

d
Malware: Malware:
+91% +75%
*

Exploit Techniques: Exploit Techniques: %
+150% +139% ‘

Botnet: Botnet: é

+126% +101% =
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FortiGuard Labs: 2023 Top Threats

Italy
([
FortiGuard per minute
TOP Ransomwares 2023
7'0 ees
é 29.2 Million . 202 c
tC8C REV|I ockbit rysis BlackCat
TWHARTED
= PERMINUTE 1.627 931 819 537
HTH ince 2 Since 2020 Since 201 ince 202
1[8,(1MIHI‘I\I‘%n Rusiian sii;iing RUSSEZH spiaking Un::erﬁa?r?argvfnanca Russéian f;f:g::king
w ;\e‘s‘i;t;g‘;;r minute
22,876,649
g Top threats per Category 2023
Neutralized Per Minute
145,819 Active Denial of Trojans Mail Office
PHISHING Scans Service Docs
4B 657M 39M 1M
Malicious Website Detected Detected Detected Detected
Blocked Per Minute
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Fortinet Cyberthreats predictions 2024

» Next-level Playbooks

» A new (and more lucrative) day for zero days

» Tactics, techniques and procedures (TTPs) playing field

» 2024 big events attacks

nnnnnn

Cyberthreat Predictions for 2024

An Annual Perspective from FortiGuard Labs

» Playing the inside game

F:iERTINET
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Our approach

» Innovation
D

» Platform: advanced and integrated solutions

» Proactive Digital Risk Protection Services

» Expertise and partnerships

Security

» Al-Powered Security at breadth and scale Operatons

Identify Recover
B
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Fortinet Security Academy lItalia

— | mdl F::RTINET

— : gy Training Institute
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JOHN CABOT
%QM UNIVERQITY
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' LINK ForHum

Training school
Link Campus University
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2 g POLITECNICA
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o
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Casa di Reclusione

||||‘ Milano - Bollate

-~
{3 \Azi0 diaITAL D)\ ON

ITS ACADEMY

Coop. Soc. Universo carcere di

ITS Ac'ademy in Plemonte Bollate
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Fortinet Contribution to Society Sustainability
4 N [~ R

Reducing Our Closing the Cybersecurity
Environmental Footprint Skills Gap

across scopes 1 & 2 . :
emissions ,f:om m. 2 1 Million more trained g=a Public and private
Fortinet-owned am—" PP P cyber adversaries

facilities worldwide.

THREAT
ALLIANCE

less power consumption INTER
over industry-standard
CPUs - [pep—
I'cCHVETS .. IKJI
school districts MITRE

WORLD
( CYBER ECONOMIC

FORUM
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